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PoCs Platforms

I 2 Arduinos Mega2560 (256kB Flash, 8kB SRAM, 4kB EEPROM)

I Each one integrates 1 XBee module for radio communications

I (optional: sensing environmental data − temperature, acceleration,
etc.)

I PoCs implementing LPV-SSSC with dimension = 7
I Also available in dimension 40
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Encryption/Decryption Validation
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Erroneous Communications
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Traffic Analysis (1/2)
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Traffic Analysis (2/2)
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Summary of the PoC Features

I Encryption and Decryption validated (of course!)
I Fast synchronization in case of injected errors

I AES-CFB (Cipher Feedback): 128×10 = 1280 cc
I MOUSTIQUE: 96 cc
I LPV-SSSC: 40 cc

I Traffic analysis hard to handle for attackers:
I No synchronization value (Initialization Vector − IV) sent during the

communications
I 2 identical plaintexts give different ciphertexts if the initial state

changes between two encryptions
I Good randomness (confirmed by additional cryptographic analysis)

I It is a kind of “magic” when it is synchronizing...
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Hardware Platform

SAKURA-G

I (Japanese) platform dedicated to side-channel evaluation

I Spartan-6 LX75: 11662 Slices (4 6-input LUTs + 8 1-bit register),
BRAM: 172 × 18 Kb, DSP Blocks: 132
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Implemented Versions

I “Enc. Full/Dec. Full”: Full encryption/decryption version in
dimension 40 with 781 SBoxes

I “Enc.+Dec. Full”: Combination of previous encryption and
decryption components

I “Enc./Dec. r1”: Reduced version with one specific 80 SBoxes
instantiation

I “Enc./Dec. r2”: Reduced version with another specific 80 SBoxes
instantiation

I “Folded Version”: only 1 line implemented

I GRAIN128, Trivium: eSTREAM candidates (synchronous stream
ciphers)
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Implementation Results

Version Slices LUTs Freq. (MHz) TP (Mbps)
Enc. Full 3254 10443 97 388

Dec. Full 3174 10280 96 384

Enc.+Dec. Full 4322 11792 68 272

Enc. r1 834 1952 100 400

Dec. r1 880 2100 93 372

Enc. r2 826 2006 108 432

Dec. r2 893 2194 98 392

Folded Version 904 2186 55 5

GRAIN128 22 54 232 232

Trivium 348 1200 141 141

Implementation Details

I Spartan-6 LX75, Post-P&R, Area Optim., TP (Throughput)
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Main Lessons

I Full LPV-SSSC version very costly

I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)
I Only 75% reuse rate when combining encryption and decryption

I Variant exists that would increase this reuse rate, but decrease
encryption performance

I Relatively slow compared to competitors due to longer datapath
I Due to XOR sum of the line components of the internal state
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Main Lessons

I Full LPV-SSSC version very costly

I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)
I Only 75% reuse rate when combining encryption and decryption

I Variant exists that would increase this reuse rate, but decrease
encryption performance

I Relatively slow compared to competitors due to longer datapath
I Due to XOR sum of the line components of the internal state
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Main Lessons

I Full LPV-SSSC version very costly

I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)
I Only 75% reuse rate when combining encryption and decryption

I Variant exists that would increase this reuse rate, but decrease
encryption performance

I Relatively slow compared to competitors due to longer datapath
I Due to XOR sum of the line components of the internal state
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Main Lessons

I Full LPV-SSSC version very costly

I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)
I Only 75% reuse rate when combining encryption and decryption

I Variant exists that would increase this reuse rate, but decrease
encryption performance

I Relatively slow compared to competitors due to longer datapath
I Due to XOR sum of the line components of the internal state
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Main Lessons

I Full LPV-SSSC version very costly

I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)
I Only 75% reuse rate when combining encryption and decryption

I Variant exists that would increase this reuse rate, but decrease
encryption performance
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I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)
I Only 75% reuse rate when combining encryption and decryption

I Variant exists that would increase this reuse rate, but decrease
encryption performance
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I Due to XOR sum of the line components of the internal state

12 / 33Confidential

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Main Lessons

I Full LPV-SSSC version very costly

I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)

I Only 75% reuse rate when combining encryption and decryption
I Variant exists that would increase this reuse rate, but decrease

encryption performance

I Relatively slow compared to competitors due to longer datapath
I Due to XOR sum of the line components of the internal state
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Main Lessons

I Full LPV-SSSC version very costly

I Usually, decryption is a little bit more costly than encryption

I Both reduced versions have equivalent performances

I Folded version of full version gives bad results

I Optimized LPV-SSSC is still 2.5× bigger than Trivium

I Mean occupation per slice: 1 register (≈12%) + 3 LUTs (≈75%)
I Only 75% reuse rate when combining encryption and decryption

I Variant exists that would increase this reuse rate, but decrease
encryption performance

I Relatively slow compared to competitors due to longer datapath
I Due to XOR sum of the line components of the internal state

12 / 33Confidential

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

One Slide Summary

I More details on Jean-Max Dutertre presentation (thanks Jean-Max!)

I Passive (e.g., Side-Channel Attacks) vs. Active (e.g., Fault) Attacks

I Perturbate the cryptosystem ⇒ Faulty Results ⇒ Cryptographic key
I Different ways to generate a fault

I Temperature, Glitches on external clock or supply voltage, Magnetic
Attacks, Light Attacks

I Permanent vs. Transient Faults
I After each fault, the attacker can reset the component and induce the

same initial state value

I From random to precise bit errors
I Random value faults on a chosen register
I Simultaneous 4-bit stuck-at 0 value faults

I Single fault (1st order) vs. Multiple faults (2nd order+)
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DFA

Definition (DFA)

DFA = Differential Fault Analysis

pairs of faulty/correct ciphertexts are needed
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LPV SSSC Properties

Notations

I Register Rx containing n nibbles x [i ] initialized with an internal IV

I Key length 4×(n+s+r)
2 bits, with:

I s: number of encrypted symbols used in the update function
I r : relative degree

I x ′[i ]: faulted value of x [i ] and ∆x [i ] the difference x [i ] + x ′[i ]

I δi : initial difference (i.e. x ′t [i ] = xt [i ] + δi )

I c ′t : faulted encrypted symbol

Parameters

I n = 7, r = 3, s = 1, bijective S-Box S
I Master Key length: 22 bits, derivated into 22 4-bit subkeys SKi

I Toy example with further extensions for n = 40 in mind
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Encryption Routine

One Round Encryption by LPV-SSSC
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DFA Principle

I Study the differences on the encrypted symbols between a normal and
faulted execution, with a fault injected on x [i ]

I System of equations obtained
I Extraction of subkey bits by solving the system

I More precisely, obtain linear equations with the SKi s
I Eliminate some unknown values with the available linear equations
I Obtain additional linear equations by injecting the variables computed

before in quadratic equations
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Fault Diffusion Example

Fault Diffusion on xt [0]
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Fault Diffusion Example

Fault Diffusion on xt [0]
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Fault Diffusion Example

Fault Diffusion on xt [0]
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Fault Diffusion Example

Fault Diffusion on xt [0]
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Fault Diffusion Example

Fault Diffusion on xt [0]
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Example: Fault Injected on xt [0] (i.e. ∆xt [0] = δ0)

xt+1[0] =
6∑

j=0

S(ct + SKj) · xt [j ]

=⇒ ∆xt+1[0] = ∆(
6∑

j=0

S(ct + SKj) · xt [j ])

=
6∑

j=0

S(ct + SKj) ·∆xt [j ]

= δ0 · S(ct + SK0) +
6∑

j=1

S(ct + SKj) · 0

= δ0 · S(ct + SK0)
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Example: Fault Injected on xt [0] (i.e. ∆xt [0] = δ0)

xt+1[0] =
6∑

j=0

S(ct + SKj) · xt [j ]

=⇒ ∆xt+1[0] = ∆(
6∑

j=0

S(ct + SKj) · xt [j ])

=
6∑

j=0

S(ct + SKj) ·∆xt [j ]

= δ0 · S(ct + SK0) +
6∑

j=1

S(ct + SKj) · 0

= δ0 · S(ct + SK0)
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Example: Fault Injected on xt [0] (i.e. ∆xt [0] = δ0)

xt+1[0] =
6∑

j=0

S(ct + SKj) · xt [j ]

=⇒ ∆xt+1[0] = ∆(
6∑

j=0

S(ct + SKj) · xt [j ])

=
6∑

j=0

S(ct + SKj) ·∆xt [j ]

= δ0 · S(ct + SK0) +
6∑

j=1

S(ct + SKj) · 0

= δ0 · S(ct + SK0)

23 / 33Confidential

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Example: Fault Injected on xt [0] (i.e. ∆xt [0] = δ0)

xt+1[0] =
6∑

j=0

S(ct + SKj) · xt [j ]

=⇒ ∆xt+1[0] = ∆(
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j=0

S(ct + SKj) · xt [j ])

=
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j=0

S(ct + SKj) ·∆xt [j ]
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6∑
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= δ0 · S(ct + SK0)
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Example: Fault Injected on xt [0] (i.e. ∆xt [0] = δ0)

xt+1[0] =
6∑

j=0

S(ct + SKj) · xt [j ]

=⇒ ∆xt+1[0] = ∆(
6∑

j=0

S(ct + SKj) · xt [j ])

=
6∑

j=0

S(ct + SKj) ·∆xt [j ]

= δ0 · S(ct + SK0) +
6∑

j=1

S(ct + SKj) · 0

= δ0 · S(ct + SK0)
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Example: Fault Injected on xt [0] (i.e. x ′t [0] = xt [0] + δ0)

Cycle t:

∆xt+1[0] = δ0 · S(ct + SK0)

∆xt+1[1] = δ0

∆xt+1[2] = 0

∆xt+1[3] = 0

∆xt+1[4] = 0

∆xt+1[5] = 0

∆xt+1[6] = 0

24 / 33Confidential

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Fault on xt [0] (i.e x ′t [0] = xt [0] + δ0)

Cycle t + 1:

∆xt+2[0] = δ0 · [S(ct+1 + SK0) · S(ct + SK0) + S(ct+1 + SK1)]

∆xt+2[1] = δ0 · [S(ct + SK0) + 1]

∆xt+2[2] = δ0

∆xt+2[3] = δ0 · S(ct+1 + SK8)

∆xt+2[4] = δ0 · S(ct+1 + SK10)

∆xt+2[5] = δ0 · S(ct+1 + SK13)

∆xt+2[6] = δ0 · S(ct+1 + SK17)
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Remarks

1. We don’t want to reconstruct the internal state

2. Subkeys are involved always at the same positions, however the
attacker can only access to the 3rd line

→ Observability problem

3. Once the produced encrypted symbol is faulted, we get x [i ] terms in
equations ∆ after two iterations

→ Limited number of exploitable equations for one fault
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Remarks

1. We don’t want to reconstruct the internal state

2. Subkeys are involved always at the same positions, however the
attacker can only access to the 3rd line

→ Observability problem

3. Once the produced encrypted symbol is faulted, we get x [i ] terms in
equations ∆ after two iterations

→ Limited number of exploitable equations for one fault
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Remarks

1. We don’t want to reconstruct the internal state

2. Subkeys are involved always at the same positions, however the
attacker can only access to the 3rd line

→ Observability problem

3. Once the produced encrypted symbol is faulted, we get x [i ] terms in
equations ∆ after two iterations

→ Limited number of exploitable equations for one fault
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Remarks

1. We don’t want to reconstruct the internal state

2. Subkeys are involved always at the same positions, however the
attacker can only access to the 3rd line

→ Observability problem

3. Once the produced encrypted symbol is faulted, we get x [i ] terms in
equations ∆ after two iterations

→ Limited number of exploitable equations for one fault
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Remarks

1. We don’t want to reconstruct the internal state

2. Subkeys are involved always at the same positions, however the
attacker can only access to the 3rd line

→ Observability problem

3. Once the produced encrypted symbol is faulted, we get x [i ] terms in
equations ∆ after two iterations

→ Limited number of exploitable equations for one fault

26 / 33Confidential

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

Remarks

1. We don’t want to reconstruct the internal state

2. Subkeys are involved always at the same positions, however the
attacker can only access to the 3rd line

→ Observability problem

3. Once the produced encrypted symbol is faulted, we get x [i ] terms in
equations ∆ after two iterations

→ Limited number of exploitable equations for one fault
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

SK0, SK6, SK7 Recovery

I Random fault on xt [0]:{
∆ct+2 = δ0

∆ct+3 = δ0 · S(ct + SK0)

→ SK0 = S−1
(
∆ct+3 · (∆ct+2)−1

)
+ ct

I Same principle for SK6 and SK7
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SK0, SK6, SK7 Recovery

I Random fault on xt [0]:{
∆ct+2 = δ0

∆ct+3 = δ0 · S(ct + SK0)

→ SK0 = S−1
(
∆ct+3 · (∆ct+2)−1

)
+ ct

I Same principle for SK6 and SK7
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SK0, SK6, SK7 Recovery

I Random fault on xt [0]:{
∆ct+2 = δ0

∆ct+3 = δ0 · S(ct + SK0)

→ SK0 = S−1
(
∆ct+3 · (∆ct+2)−1

)
+ ct

I Same principle for SK6 and SK7
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(SK1, SK17) and (SK2, SK18) Recovery

I For a random fault on xt [0], at cycle t + 4:

S(ct+1 + SK1) + S(ct+1 + SK17) = f0(δ0,SK0,SK7, ci , c
′
i )

→ 16 possible candidates for (SK1, SK17), because of the Sbox
bijectivity

I Random fault on xt [1] or on xt [6]: new set of 16 possible couples for
(SK1,SK17).

→ By intersecting the sets, two candidates for the couple
(SK1,SK17).

I Same principle to recover (SK2, SK18)
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Outline Proof-Of-Concepts (PoCs) Hardware Implementations Fault Attacks Conclusion and Future Works

(SK5, SK21), (SK4, SK16, SK20), (SK3, SK12, SK15, SK19) Recovery

I Random fault on xt [5] :{
∆ct+3 = δ5 · [S(ct + SK5) + S(ct + SK21)]

∆ct+4 = δ5 · [S(ct+1 + SK0) · S(ct + SK5) + S(ct+1 + SK6) · S(ct + SK21)]

→ 15 possibilities for δ5

I For each δ5, 1 solution for (SK5,SK21)

I → 15 possible candidates for (δ5,SK5,SK21)

I Same principle for (SK4, SK16, SK20) and (SK3, SK12, SK15, SK19)
recovery, except that we got more hypothesis to test since we face more
unknown values
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Summary Table

Subkeys # Required Faults

SK0 1 on x [0]
SK7 1 on x [2]
SK6 1 on x [6]

(SK1, SK17) 1 on x [1]
(SK2, SK18) 2 on x [2]
(SK5, SK21) 3 on x [5]
(SK4, SK20) 3 on x [4]

(SK3, SK12, SK15, SK19) 5 on x [3]

Total 17
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Summary of the Obtained Subkeys

I Remaining red subkeys can be obtained thanks to a stronger attack
model (Simultaneous 4-bit stuck-at 0 value faults + more precise
location)

I Around 20 faults to recover all the subkeys
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Summary of the Results

I (Fast) synchronization is a very nice property in crypto but it can
come with a high cost

I 2.5 bigger than Trivium

I Limited overhead to combine both encryption and decryption
I Variants are also possible to have a near 100% reuse

I Intrinsic protection against side-channel attacks when initial state is
unknown by the attacker

I (see Brandon Dravie’s presentation)

I DFAs in dimension 7 are possible, seems very much more difficult in
dimension 40

I (due to very fast fault diffusion)
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Future Works

Hardware

I Side-channel protection with Threshold Implementation (costly) and
(1st-2nd order) analysis on FPGA/SAKURA-G

I ASIC (CMOS 90nm) implementations for a deeper comparison

Software

I Side-channel protection and (1st-2nd order) analysis on ATMega
smart cards

I Give throughput benchmarks on different platforms

Fault Attacks

I Extend the analysis done in dimension 7 to dimension 40 (not easy!)
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